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20140 6 0 Australia, Austria, Canada, China, Denmark, Finland, Germany, Hong Kong, India, Indonesia, Italy, Kenya, Ko-
rea, Republic of, Malaysia, New Zealand, Norway, Singapore, Spain, Thailand, United Kingdom, United States,
Vietnam

20140 70 Australia, Austria, Belgium, Canada, China, Denmark, Finland, France, Germany, Hong Kong, India, Indone-
sia, Italy, Kenya, Korea, Republic of, Malaysia, Netherlands, Norway, Singapore, Spain, Switzerland, Taiwan,
Thailand, Turkey, Uganda, United Kingdom, United States

20140 80 Andorra, Argentina, Australia, Bangladesh, Belgium, Canada, China, Denmark, Finland, France, Germany, Guam,
India, Indonesia, Italy, Kenya, Korea, Republic of, Malaysia, Morocco, Nepal, Netherlands, Norway, Palau, Philip-
pines, Russian Federation, Singapore, Spain, Switzerland, Taiwan, Thailand, Uganda, United Kingdom, United
States, Vietnam

20140 90 Austria, Bangladesh, Belgium, Bolivia, Canada, China, Cote D’Ivoire, Denmark, Finland, France, Germany,
Greece, Guam, India, Italy, Kenya, Korea, Republic of, Lao People’s Democratic Republic, Malawi, Malaysia,
Nepal, Netherlands, New Zealand, Norway, Philippines, Poland, Russian Federation, Singapore, Spain, Switzer-
land, Taiwan, Thailand, Turkey, Uganda, United Arab Emirates, United Kingdom, United States, Uzbekistan,
Vietnam
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¥ MRRE: UserD, MALFI: L. [
@ v 5 @ htep://133.30.14.1:8008/cgi-bin/bigip-stat.pl o @ /&
UserlID: RARIAE, MFRIFI: K& 3 RARFER 0
{85 BB (session) Network ID Local IP P E A—¥RS [F57F0mR
[2014/10/13 23:59:45- " »
A FE] 220,248 #99(China) 220,20 1338 student [Mozilla 1[Mozilla/5.0 (Macintosh; Intel Mac OS X10.9; rv:32.0) Gecko/20100101 Firefox/32.0]
[2014/10/13 2357:46- . X [Standalone 1[Mozlla/4.0 (compatible; MSIE 7.0; Windows NT 6.2; WOW64; Trident/7.0; NET4.0E;
be25983a:) 122.196 Ji5 (lapan) [zaq7 izaqneip] ) NET4.0C; .NET CLR 3.5.30729; .NET CLR 2.0.50727; .NET CLR 3.0.30729; Tablet PC 2.0; ASU2.S)]
[2014/10/13 23:57:38- ; p -
__ . . |Istandalone 1[Morzilla/5.0 (Phone; CPU iPhone OS 8_0_2 like Mac OS X) AppleWebkKit/600.1.4
o 3 p 3 L=
L - eb 202.209/7 8 Japan)[gw! ip] 133, kyoshokuin i like Gecko) Mobile/12A405 EdgeClient/2.02]
23:56:20(7d7804a1,)
2o :ﬂ gﬂ; e ol Si(Japan)pd . yoshokuin. |SEandalone 1[Mozila/5.0 (Pad; CPU O 7_1_1 like Mac 05 X) AppleWebKit/S37.51.2 (KHTHL, like
“heminato hyogo.ocn.ne p.] (Gecko) Mobile/11D201 EdgeClient/2.0.2]
2355:54(48508cc6:) e
[2014/10/13 235351 T o 218.251 2% W(Japan)[14A-0m =2 1330 emm | student |Pt2ndabone 1[Mozila/4 0 (compatile; MSIE 7.0; Windows NT 6.2, WOWE; Trident/7.0; NETA4.OF;
(1 cFade2d: 37F1.hyg1.eonet.ne.jp.] NET4.0C; .NET CLR 3.5.30729; .NET CLR 2.0.50727; .NET CLR 3.0.30729)]
[2014/10/13 2353.23- — ] -
EEPAE 7 218.251 (Japan) [z - tudent |Standalone 1[Mozilla/4.0 (compatible; MSIE 7.0 Windows NT 6.2; WOW64; Trident/7.0; .NET4.0E;
03:53.27(4ceboata) m 37F1.hyg!.eonet.ne jp] S STUCENt|NET4.0C; NET CLR 3.5.30729; .NET CLR 2.0.50727; NET CLR 3.0.30729)]
gg::ﬂ gﬂg CERERIS p— s8.18¢ B (Japan) (B8 FEUSTES o rodent |Standalone 1[Mozils/5.0 (Macintoshy Intel Mac 05 X 10_9_S) AppleWebkit/S37.78.2 (KHTML, ke
e 7 Esor ke leonctne ol 3 student lce ko) MacEdgeClient/7091.2014.0409.1]
[2014/10/13 23:52:54- [Standalone 1 [Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 6.1; WOW64; Trident/7.0; SLCC2;
2014/10/13 - 49.251 7(Japan) womemqnejp] | REIH() NET CLR 2.0.50727; .NET CLR 3.5.30729; .NET CLR 3.0.30729; Media Center PC 6.0; YTB730;
123:58:11(12eeac40: NET4.0C; .NET4.0E; BRI/2)]
[2014/10/13 23:5213- [Standalone 1 [Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 6.1; WOW64; Trident/7.0; SLCCZ;
2014/10/13 = 49.251 Japan) 9zaqnejp] | KEIH() NET CLR 2.0,50727; NET CLR 3.5.30729; .NET CLR 3.0.30729; Media Center PC 6.0; YTB730;
123:58:19(9a9ca21c: NET4.0C; .NET4.0E; BRI/2)]
[2014/10/13 235131 A 12184 5(Japan)[12*-24220 P tudent |Standatone 1{Mozila/5.0 (Macintosh; ntel Mac O5 X10_9_5) AppleWebKit/537.78.2 (RHTML, ke
e4d3da63:) - eonet.ne,p. = |Gecko) MacEdgeClient/7091.2014.0409.1]
;g::ﬂ gﬂg 234856 " 220,747 =2(Japan) &5 " Mozl 1 [Mozila/5.0 (Macintoshy Intel Mac O5 X 10_9_5) AppleWebKit/600.1.17 (KHTHL, ke U
[/ ——— YT =W ~D0.apso-net.nejp] €MPOreYA | Gecko) Version/7.1 Safari/537.85.10] v
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Oct 16 22:47:43 istc-sslvpn notice tmm3([9555]: 01490506:5: 729b49c3: Received User-Agent header:
OMSIE%: NT

Moxzilla%2F4.0%

6.1 id CC2%3b%20.NET%20CLR%202.0.50727%3b%20.NET%20CLR%203.5.30729%3!

Oct 16 22:47:43 istc-sslvpn notice tmm3[9555]: 01490544:5: 729b49c3: Received clent nfo - Type: Standalone Version: 1 Platform: Win CPU: unknown Ui Mode: Standalone Javascript Support: 0 ActiveX Support: 1

Plugin Support: 0

Oct 16 22:47:43 istc-sslvpn notice tmm3[95SS]: 01490500:5: 729b49c3: New session from client IP 129,187 (ST=Bayern/CC=DE/C=EU) at VIP 133.3 Listener /Common/VPN_vs (Reputation=Unknown)
Oct 16 22:47:51 istc-sslvpn notice apd[5945]: 01490010:5; 729b49¢3: Username ‘nagess

Oct 16 22:47:51 istc-sslvpn notice apd[5945]: 01490008:5: 729b49c3: Connectivity resource ' /Common/VPN_na_res' assigned

Oct 16 22:47:51 stc-sslvpn notice apd[5945]: 01490009:5: 729b49¢3: ACL '/Common/kyoshoku-out-in' assigned

Oct 16 22:47:51 istc-sslvpn notice apd[5945]: 01490128:5: 729b49c3: Webtop '/Common/VPN_webtop' assigned

Oct 16 22:47:51 istc-sslvpn notice apd[5945]: 01490005:5: 729b49c3: Following rule Fallback from item 'Static IP' to ending ‘Allow’

Oct 16 22:47:51 istc-sslvpn notice apd[5945]: 01490102:5: 729b49c3: Access policy result: Network_Access

Oct 16 22:48:01 istc-sslvpn notice.

Oct 16 22:48:01 istc-sslvpn notice
Oct 16 22:56:27 istc-sslvpn notice

Oct 16 22:56:32 istc-sslvpn notice

01490501:5:

01490521:5:

Oct 16 22:57:09 istc-sslvpn notice

729b49c3: Assigned PPP IPv4: 133. Tunnel Type: VPN_TUNNELTYPE_TLS NA Resource: /Common/VPN_na_res

: 729b49c3: PPP tunnel 0x5700bdd8fe00 started,

729b49c3: PPP tunnel 0x5700bdd8fe00 closed.
729b49c3: Session deleted due to user logout request.
729b49c3: Session statistics - bytes in: 577526, bytes out: 2739115

Fig4: SSLVPNUO O OO OQOGOOO
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@ ~ £ v [@ httpi//133.30.14.1:8008/cgi-bin/sslpn-stat.pl
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Mon Dec 7 08:00:10 2015: 00000000000000O00O0O0OOMon Dec 7 08:00:10 2015: 00O M

0o00ooO0o00o000000O0000000000 vinp

| UID | Normal | Fail | Country:AccessCount |

+--- oot e +
| xxxxxx | 10 | 6 | Indonesia:16 |
| yyyyyy | 413 | 79 | Germany:492 |
e et e e e EE e ’

List of Attacked ID

| ID | Count |

+-- -—- -—- -——+

| %20 | 101 |

| 091kxxxx | 29 |
(=D}

| shyyyy I 37 |

| abcdddddddddddddd6@xxxxxx.ne.jp | 1]

| IP | FQDN | Country | Count | Attacked IDs |

B et R sttt e oo o +

| 36.52.XXX.yyy | XXXXX XXXXXXXX X.ne.jp. | Japan | 1] XXXXXXXX |

| 203.202.zzz.x | yyyyyyyyyyyyyyy.ne.jp. | Japan | 725 | None |
((=D]

| 36.12.x.yyy | ddddddddddddddddddddd.ne. jp | Japan | 1 | zzzzzzzzz@XXXXXX0.ne.jp |

| 185.21.zzz.zzz | eeeeeeeeeeeeee.com. | United Kingdom | 55 | axXXXXXX |

Fig7: 00000000 oOooooooon
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[1] F5Networks [0 [J https://f5.com/products/big-ip, 2014 [0 1 O
[2] Maxmind [, GeolPlite [J [0 [ [ U , http://geolite.maxmind.com/, 2014 [ O O
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