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EIMS 3.0.372
SPAM
EIMS
SPAM
EIMS Administrator's Guide

Macintosh 68040, PowerPC or later
Macintosh System 7.5.5 or later

8 Megabytes of RAM

Open Transport 1.1.2 or later
Access to DNS
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SCSI

EIMS Server

Enter admin password

Welcome to the Eudora Internet Mail

Server. Please specify the administrator's
password. This is the password that will be
required to access the server from the
EIMS admin tool.

Fassword: [=====»

Confirm:f===--- |

21 1993-1996 by apple Computer, Inc.

@ 1997-2001 by QUALCOMM Incorpor ated. | Cuit I

EIMS EIMS Admin Admin
EIMS Server

Glenn Anderson

Mac OS 7.5.5 (680030 680040 , PowerPC 7.6.1 )
Mac OS 7.6.1 ( 680030 680040 )
Mac OS 8.1 8.6

Mac OS 8.6

Mac OS 9.0.4

Mac OS 9.1



[0 =-—-—-—-——— Server Consale

Opened databose for pf.econ.kobe-u.ac.jp {(default)

Opeh Transport wersion 2.6.1

Eudora Internet Mail Server 3.8.3 26 February 2681 11 15Zam
I 1993-199% by Apple Computer, lnc., 2@ 1997-28681 by QUALCOMM |rnocorporated.
FowerPC wersiohn

Mon, 2 Sep 2881 B9:55:132 +6960

Outgoing mail gquewes loaded.

IF address: 133.38.289.16

Serwer ready to go.

Looking up serwver nome...

Feturned name! pf.econ.kobe-u.ac.jp

EIMS Admin EIMS Server
Admin

EIMS Server

EIMS



Lagin

Flease enter the name or I[P address
of the Eudora Internet Mail Server you
wish to administer:

Sddress:

Fassword:

21 1992-1996 by Apple Computer, Inc.
£ {997-2000 by QUALCOMM Incorporated.

king.econ.kobe-u.ac.jp

postmaster
0 === Domain: king.econkobe-u.ac.jp im0 B
>
Users & Groups:
|:1| postrnaster -
-
i

Users & Groups

Adding New User

(0N}

31




[

hew . user@king.econ.kobe-u.ac.jp

' Account Name : ]tama-:-ka |

<

Paiiwnrdzjﬂ***** |

User’s Full name - §Masayuki TakAODK &

IE Login Enabled

[] IM&F Login Enabled

IE Account Enabled

E Require secure authentication
D Lon't leave mail on server

D Cion't show in directory

[ Size Limit: K

Groups :

|

Mail Aetion:| Nore 2

[ ] keep copies

[Dir’ect-:-r"_-.-' Inf-:-...] [ Rewvert ]

Account Enabled

Login Enabled EIMS 3
postmaster
postmaster
Require secure authentication EIMS 3 POP3
or IMAP4 SMTP

POP3 APOP IMAP4

CRAM-MD5
RFC2554 SMTP Authentication SMTP
EIMS 3 SMTP CRAM-MD5 PLAIN LOGIN

TLS



[0 =——— Domain: king.econ kobe-u.ac.jp

= HH

EIMS

>
Users & Groups:
[3 postraster -
[3 tamacka
-
s
Admin Preferences General

Maximum message size




Freferences

. % Default expanzion dorain: I |
[ Mazimurn mafl Tog size: oo K

General
ﬁ E Fasimumm error Tog size: K
== E Fimirnum free disk space: .l E
ED“HED;DE;EHIHQS [ Maximum meszage Size: oo, K
T [ Dizable SMTP EXPH command

Sending setup
&L
“hy

IMail Routing b ] #&dd missing address headers

E [izable SMTF YEFY command

D Expand address headers

D Only include headers in bounce messages

| Cancel I

Connection settings EIMS POP3 IMAP4
Password SMTP Ph LDAP ACAP TCP

connections

POP3
EIMS
Preferences
20 Connection numbers take effect next time Eudora Internet Mail Server iz launched.
. % TCP Timeout TCP Limit from
connections (seconds) port same host

Genet-al
POPS ser\rerzlg | IE,.DD |
2 IMAP serverzla | I1EH:II:| |

Connection settings

Password server: |2 | |12EI |

=p
@::E;: SMTP server:[z | [so0_|

Sending setup

&
@% LDAP serve-rzllj | l12EI |

Mafl Routing ||
AC AP ger\rerzlz | |12I:| |

Outgoing SHMTP connections :

[ [y
on +u
H

Ph 5erve-r:||:| | I12I:I |

]
fun]
]

k.

]
on

2 ™
= i
0
o
=




SPAM

SPAM

(Simple Mail Transfer Protocol)

SPAM

spammer SPAM

SPAM

SPAM

4

unauthorized relay
SPAM

UNIX

SMTP

spammer



Postmaster

IP
EIMS
1P
Preferences Relay
restrictions
1P
EIMS EIMS
EIMS 1P
SMTP
Preferences
= :. l::} Cran't relay if from the following dornains OF if from an invalid [P address:
{%E? !:' Only relay if for local domains o the following dorains AN i from a walid 1P :
Sending setup
{%E D Only relay if for local domains oF the following domains OR 9 from & walid 1P

e

Mail Routing 7

e

Relay restrictions

ﬁ% || [Cremoe ]

]

IF range restrictions

[ h

A

| Cancel I

IP Admin Preferences

IP range restrictions Service Mail relay



Only allow access from these

¥

IF Fange restrictions

B

addresses: Range from: to: EIMS
1P
Add
Freferences

EE} it Service: [ Iail relay ij
{%EJ D Leny access from these addresses:

Sending setup
{"ZEE !:l Only allow access from these addresses:
@% From Ta

Mail Routing -l
s

Relay restrictions ] i. SRR J

Range from: [133.30.210.1

to: 122 30 210253 |

| Cancel I

FPreferences

2
FT

Sending setup
FE
B

Mail Routing

S

Relay restrictions

¥

IF Fange restrictions

1 h

B

=]

Service: [ Mail relay

D Leny access from these addresses:

!:l Only allow access from these addresses:

From Ta
13330 2101 13330210258 |~
|| i_ Femove _!
Range from: [13330.210.1 |
to: 132 30 210253 |

| Cancel I

Admin




POP before SMTP
SMTP

POP before SMTP

RFC2554
Agent,
gmail
1P
SMTP
*Windows

SMTP

EIMS

ISP

NAT Network Address Translation

POP before SMTP

RFC2476

SMTP
MTA Mail or Message Transfer
5 sendmail Postfix
SMTP
1P

http://www.emaillab.org/win-mailer/




MTA SMTP

EIMS EIMS 2 MTA SMTP
EIMS 2 CRAM-MD5 EIMS 3 CRAM-MD5 PLAIN
LOGIN CRAM-MD5
IP EIMS SMTP
SMTP APOP

Require secure authentication

SMTP APOP
Require secure authentication
SMTP APOP EIMS
1P
SMTP
SPAM
SPAM
SPAM
SPAM
SPAM unsolicited commercial
email, UCE
SPAM
known spammer
spammer
SPAM EIMS Admin Preferences IP range
restrictions SMTP Deny access from these addresses:



Freferences

EE} :, Service: [ SMTR ij
{%EJ !:' Leny access from these addresses:
Sen%n_géetup D Only allow access from these addresses:
* From To

Mail Routing =]

s
Relay restrictions — [ ]
- Fermowe

!I Range from :I | [ Add
-

IF range restrictions to - I |

—

| Cancel I

unknown spammer

spammer

EIMS SPAM plug-
in
1) SPAM
2)
3) SPAM Trap
4)

1) 2) 3) 1)
Advertisement AD:, ADV:, ADVERTISEMENT
Message-1D Message-1D

Route Address % !



Space Patrol EIMS Glenn Anderson Filters for EIMS 2.2

and later http://www.mactcp.org.nz/eims/eimsfilters.html

EIMS Server Filters (Disabled)
Filters
EIMS
2) EIMS
MTA
Mail Abuse Prevention System (MAPS)

MAPS RBL MAPS Realtime Blackhole List SPAM

MAPS DUL MAPS Dial-up User List Dial-up
SPAM

MAPS RSS MAPS Relay Spam Stopper

SPAM
MAPS 2001 7
EIMS
dr.moensted dr.moensted's Eudora Internet Mail Server page
(http://www.moensted.dk/eims/)
SPAM
3) spammer
Spambot
Spam Trap
EIMS spammer SPAM

EIMS



EIMS SpamTrap trash@mydomain.com

Web trash@mydomain.com

ResEdit  http://developer.apple.com/tools/ResEdit213.hgx SpamTrap

STR# ID 128 (string 1)

Filters

EIMS

Spambot

gif

username@host.** username AT host username @

host

SPAM MTA

EIMS

EXE Filter EXE

Melissa Virus Happy99 Virus Papa Virus

(2001)



VBS/Loveletter Virus VBS ILOVEYOU visual basic

script
Filters (Disabled)
EIMS Glenn Anderson Filters for EIMS 2.2 and later
http://www.mactcp.org.nz/eims/eimsfilters.html dr.moensted's

Eudora Internet Mail Server page (http://www.moensted.dk/eims/)

ResEdit

EXE

Rumplestiltskin Attacks

Rumplestiltskin Attacks dictionary
attack SPAM

MTA sendmail



Dec 16 211601 king.econ sendmail[5119] VAA05119 <mark @king.econ.kobe-u.ac.jp>... User unknown
Dec 16 211601 king.econ sendmail[5120] VAA05120 <brian3@king.econ.kobe-u.ac.jp>... User unknown
Dec 16 211602 king.econ sendmail[5119] VAA05119 <mark1@king.econ.kobe-u.ac.jp>... User unknown
Dec 16 211602 king.econ sendmail[5120] VAA05120 <brian4@king.econ.kobe-u.ac.jp>... User unknown
Dec 16 211606 king.econ sendmail[5120] VAA05120 <brian5@king.econ.kobe-u.ac.jp>... User unknown
Dec 16 211607 king.econ sendmail[5119] VAA05119 <mark2@king.econ.kobe-u.ac.jp>... User unknown
Dec 16 211607 king.econ sendmail[5126] VAA05126 <smith@king.econ.kobe-u.ac.jp>... User unknown
Dec 16 211608 king.econ sendmail[5126] VAA05126 <smith1@king.econ.kobe-u.ac.jp>... User unknown
Dec 16 211610 king.econ sendmail[5126] VAA05126 <smith2@king.econ.kobe-u.ac.jp>... User unknown
Dec 16 211610 king.econ sendmail[5135] VAA05135 <wilson3@king.econ.kobe-u.ac.jp>... User unknown
Dec 16 211611 king.econ sendmail[5137] VAA05137 <me@king.econ.kobe-u.ac.jp>... User unknown

Dec 16 211613 king.econ sendmail[5119] VAA05119 <mark3@king.econ.kobe-u.ac.jp>... User unknown

RCPT TO: pipelining

MTA SMTP
connection EIMS Stalker Internet Mail Server

http://www.stalker.com/SIMS/)

EIMS
EIMS Admin Preferences Connection setting SMTP server

Limit from same host

incoming

(SIMS



FPreferences

20 Connection numbers take effect next time Eudora Internet Mail Server iz launched.
. % TCP Timeout TCP Limit from
connections (seconds) port same host

Genet-al

POPS ser\rerzlg | IE,.DD |
2 IMAP serverzla | I1EH:II:| |

Connection settings

Password server: |2 | |12EI |

=p
@::E;: SMTP server:[z | [so0_|

Sending setup

&
@% LDAP serve-rzllj | l12EI |

Mafl Routing ||
AC AP ger\rerzlz | |12I:| |

Outgoing SHMTP connections :
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User Unknown

EIMS Users & Groups

Unknown addresses:

Bounce




[0 == Domain: king.econkobe-uac.jp===HEH

¥ Domain aliases:

king.econ.kobe-u.ac. jp (primary] Caddresz) = | Set primary |
[+ | | Fermnonwe |
| | | ada |

Unknown addresses:
':i Bounce

!:' Send to addrezs: Itragh@king.ecnn.k-:-l:-e—u.a-:._ip |

l:i Send to dernain: | |

D & llow unknown FAIL FEOM addresses for this dornain

Default IP address: [n.:-n.p i]
Users & Groups :
|:1| postrnaster —
. tamaoka
w
e
Send to address: Unknown address
Postmaster

Unknown address

SPAM
EIMS
user@mydomain.com SMTP
POP mail2.mydomain.com
DNS MX
maill.mydomain.com
maill.mydomain.com EIMS
mail2.mydomain.com mail2.mydomain.com SMTP

maill.mydomain.com

mail2.mydomain.com

DNS



mydomain.com MX 10 maill.mydomain.com

mydomain.com maill.mydomain.com

mail2.mydomain.com
EIMS Admin maill.mydomain.com
Preferences Mail Routing Add Domain
mydomain.com Route: Via
host... mail2.mydomain.com IP
FPreferences
- .
. — oy dornain. corn = Crornain :

Img dormnain.com |
Genetal

Raoute :[ Wiz host... i]
ﬁ 12320200 15 |

Connection settings

=
el

Sending setup

Iail Routing -

[ Add _I [ Femove _I

| Cancel I

maill.mydomain.com Relay restrictions

mydomain.com Add maill.mydomain.com

mydomain.com mail2.mydomain.com



Freferences

&

P

Connection settings
=f
iy

Sending setup
s
Hhy

Fail Routing

he

L

Relay restrictions

D Can't relay if from the following dornains OF if from an invalid [P address:
!:' Only relay if for local domains o the following dorains AN i from a walid 1P

D Only relay if for local domains or the following dorains QR 9f from & walid 1P

rnydornain.commn Fe

| |

raydornain.com Add

| Cancel I

mail2.mydomain.com

SMTP maill.mydomain.com
EIMS Admin mail2.mydomain.com Preferences IP
range restrictions Service SMTP Only allow access from these addresses:
maill.mydomain.com IP Add
mail2.mydomain.com
Preferences

FE
Sending setup
FE
B
Mail Routing

e

Relay restrictions

L

¥

IF range restrictions

5

Service: [ SMTF

=]

D Ceny access from these addresses:
!} Only allow access from these addresses:

From To

12522020916 1333020916

Eernowe

Range from: I 1323020916 Add

| | J

to: [132 30,209 16 |

| Cancel I




dictionary attack RCPT TO

User Unknown

EIMS

mail2

mail2.mydomain.com

http://www.eudora.com/techsupport/kb/2147hqg.html

EIMS MTA SMTP
MTA
EIMS
Mac OS
(ON)
EIMS

EIMS



Eudora Internet Mail Server Version 3.0 Administrator's Guide,
QUALCOMM Incorporated., 2000.
Masayuki TAMAOKA, EIMS FAQ

http://pf.econ.kobe-u.ac.jp/mac/eims/eimsfaqg.html

Masayuki TAMAOKA, EIMS 3.0

http://pf.econ.kobe-u.ac.jp/mac/eims/eims3.html

Masayuki TAMAOKA, Anti-Spam for Macintosh

http://pf.econ.kobe-u.ac.jp/mac/spam/anti-spam.html

Masayuki TAMAOKA, ORBS

http://pf.econ.kobe-u.ac.jp/mac/spam/Zorbs.html

Masayuki TAMAOKA, Rumplestiltskin Attacks

http://pf.econ.kobe-u.ac.jp/mac/spam/Rumplestiltskin.html

ISBN4-331-50771-8 2001.
RFC2476, "Message Submission ", http://www.ietf.org/rfc/rfc2476.txt, 1998.

RFC2554, "SMTP Service Extension for Authentication"
http://www.ietf.org/rfc/rfc2554.txt, 1999.




